[bookmark: _GoBack]CYBERSAFETY…..A GOAL FOR EVERY FAMILY
The Internet or “cyberspace” is rapidly changing everyone’s life.  With just the click of a mouse, we can access a world of information, entertainment and communication.  And we can do this not only from computers, but from cell phones as well.
With all this opportunity come new dangers and responsibilities.  Just as we must teach our children how to use bicycle helmets and seatbelts, we must now teach them how to safely surf the ‘information highway’ of cyberspace.
To do this, we need to know what the Internet is all about, how our children are using it, how to block or filter sites as needed, and how to teach youngsters to surf online responsibly.  Dangers today include sexual predators and cyberbullies as well as children’s own risky behavior.
As our children’s first Internet access providers, we need to help them become wise surfers on the World Wide Web.
BASIC CYBERSAFETY TIPS FOR PARENTS AND GUARDIANS
Today, youngsters are getting connected to the Internet at younger and younger ages.  They’re exposed to cyberspace at home as well as at school and at their friends’ homes.  As a parent or guardian, it is important that you keep current with your children’s online activities and that you communicated with each other often.
1.  Learn all you can about the Internet.  Become familiar with today’s most popular social networking sites and terms.  For younger children, find and mark sites for them to visit, perhaps with you.  These can include fun activity sites, library reference sites and search engines for help on school projects.  
2. Talk to your children about the Internet and the importance of being safe while online.  See suggestions for what to say below.  Assure your children that you trust them on the Internet, and that whatever rules you set are for their safety.
3. Put the computer in an open area of your home, such as the living room or kitchen.  This will make it easier to monitor activity that if the computer is in your children’s rooms.
4. Become familiar with parental control programs.  These programs can filter or block content that is inappropriate for your children. 
5. Monitor your children’s Internet use.  This includes maintaining access to their e-mail accounts, chat-room activities and any social networks they are on.  If a child gets uneasy while on the computer and you enter the room, this might indicate that he or she is visiting an off-limits site.
6. Have your children show you what they know how to do online, as well as their favorite sites.
7. Get to know your children’s online friends.
8. If one of your children informs you of an inappropriate site, report it to your ISP or the company that created the material.
9. Set up and/or learn all of your children’s passwords and screen names/usernames (online identities).  Make sure screen names don’t reveal information about your children’s real names, addresses, school or age.  
10. Spend time online together until you are assured that your children understand the potential dangers and how to handle difficult situations.
11. “Google” your children.  In other words, search Google for your children’s names on the Internet.  Look at profiles and any postings about them.
12. Make sure that Internet access at your children’s schools is monitored by adults.  If your children go to other homes where their friends have access to the Internet, discuss with the parents what rules they have in place.  Find if the children are monitored while online.
TALK TO YOUR CHILDREN ABOUT THE INTERNET
It’s important that you talk to your children about what you expect from them as they surf the Web.  Here are some things you can say.
· “Never tell anyone personal information about you unless you first ask me or a person I say you can trust.  This includes your name, address, phone number, password(s), school name or parents’ names.”
· “Never agree to meet anyone in person you meet online unless I say you can and I go with you.”
· “Don’t say mean things to anyone online.”
· “If others say mean things online, go to another Web site or sign off quickly.  Always tell me if this happens.”Remember that online a person may pretend to be someone he or she is not.”
· “Don’t stay on any site or in a chat room you would feel uncomfortable showing to me.  If you come across such a site, go elsewhere online right away.  Always let me know immediately if you find something scary on the Internet.”
· “Don’t do anything online that you know you shouldn’t do in real life.”
· “Don’t respond to messages that have bad words in them or just seem weird.”
· “Never e-mail or post photos of yourself without my permission.”
· “Get my approval before downloading anything from the Internet.”
· “If you don’t follow the rules, you will lose certain privileges.”  (Parents:  decide what is most appropriate for   
  your family.)


CHOOSING PARENTAL CONTROL SOFTWARE
Parents and guardians have many choices when it comes to safeguarding children’s access to the Internet.  But only through research can you decide what is best for your own family and situation.  Here are some sources for you to consider:
· Some of the newest computer operating systems come with free parental control programs.
· Built-in parental controls are provided for FREE by most major ISP’s, such as America Online (AOL), MSN and Earthlink.
· Commercial standalone software packages exist.  Among today’s most popular are CyberPatrol, Net Nanny, Safe Eyes and  Cybersitter.  Some require a single-time fee, others an annual subscription.
· Free filtering software is available—and in some cases performs as well or better than commercial offerings.  Check out Parental Control Bar, K9 Web Protection and Crawler Parental Control.
· Features on parental control programs vary.  Since programs are constantly being upgraded and new ones introduced, today’s “best choice” may quickly be outdated.  When you are ready to buy, get the latest recommendations from sources such as PC Magazine (www. pcmag.com) and TopTenReviews.com
	10 FEATURES TO CONSIDER	
1. Price.  If the program is not free, is it worth the cost?
2. Ease of setup and use.  Is tech support available via a toll-free number, e-mail  and/or “FAQ” section online?
3. Single or multiple computer usage.  Some programs only work on one computer.  Others can be installed on up to three computers without additional cost.
4. Time limits.  These could restrict how often, how long and when the computer can be used. They can also restrict the time allotted on specific sites, such as game rooms.  And you might block out hours, for instance, when you are at work or from 11 p.m. to 6 a.m.
5. The ability to filter and/or block sites, topics or words.  These can include material found in chat rooms, social networking sites, newsgroups and e-mail activity.  A foreign language keyword filter could prevent teens from getting around filtering of certain forbidden words by using them in other languages.
6. Monitoring and/or reporting Internet activities.  This feature can just monitor, but not filter, what sites each family member visits, including chat rooms.  It may also record transcripts of IM conversations, etc.
7. Flexibility.  This feature allows you to customize the controls for each family member.  You are able to filter, block, monitor and/or record sites based on the age and maturity of each individual child.
8. Stealth feature.  This provides the ability to monitor, filter and/or receive records of sites visited, without users’ knowledge.  Some parents consider this unethical.  Others feel it is necessary in their situation.
9. Remote management.  If you want the ability to make changes to programs when you are away from home, you will need a remote management feature.  This can be handy, for instance if you are at work and want to allow a child additional time on a computer to finish up a homework project.  Find out how quickly the program can institute your changes.
10. Additional blocking.  Some programs can block access to programs on your hard drive that don’t use the Internet.  For instance, you may want to keep youngsters from seeing your financial programs.

CYBERBULLYING AND YOUR CHILD
Bullies are nothing new.  But Internet accessibility has given bullying a new twist.  It has created cyberbullies, who bully others via electronic devices.  Cyberbullies use e-mail, instant messages, blogs, chat rooms and social networking sites as well as cell phone texting and photos to harass their victims.
Cyberbullies do such things as:
· Send insulting messages
· Spread rumors
· Post embarrassing photos
· Pose as someone else and send messages supposedly from the victim
· Share someone’s secrets online
· Threaten the victim and make him or her live in fear
· Exclude their victim from an online group
Who is affected by cyberbullying?
Middle school and high school aged children are the most likely to be affected.  Your child may be a victim and not tell you.  Or, your child may be a cyberbully.


Why do kids cyberbully?
Children become cyberbullies for the same reasons they bully in person.  It makes them feel important.  But unlike bullies, cyberbullies can hide behind anonymity on the computer and be just as mean or meaner to others.
What are the dangers of cyberbullying?
Victims of cyberbullying can get so upset and/or depressed that they attempt suicide or hurt others.  While bullies may threaten children at school, cyberbullies” invade” your home so that there’s no escape from them.  Hurtful messages or pictures can be e-mailed, posted online or forwarded via cell phones, making bullying widespread and long-lasting.
What are the warning signs a child is being cyberbullied?	
Warning signs may include:  unexplained anxiety, anger, sadness or fear, especially after using the computer or cell phone; failing grades; lack of interest in friends or school or other activities; trouble sleeping; more or less interest in the computer or cell phone.
WHAT EVERY PARENT SHOULD KNOW ABOUT SEXTING
	What can parents and guardians do about sexting?
· Talk to your children about the dangers of sexting.
· Set rules and consequences for breaking them.
· Be aware of what they’re posting publicly.
· Know who they’re communicating with.
· Learn how to use their cell phone.
· Be aware of sexting shortcuts and acronyms (see list below).

What to tell your children about sexting?
· ANYTHING you send or post will not go away.
· NOTHING you send or post will remain private.  You may intend it to go to one person, but it could be forwarded to others without your knowledge.
· You risk jail time as well as being labeled a sex offender.
· You don’t have to give in to pressure from others to do something that makes you uncomfortable.
· Friends who care about you won’t want you to get into trouble by sexting.

25 OF TODAY’S POPULAR SEXTING SHORTCUTS AND ACRONYMS
1.  P911—Parent alert
2. PAL—Parents are listening
3. PAW—Parents are watching
4. PIR—Parent in room
5. KPC—Keeping parents clueless
6. 99—Parent is no longer watching
7. CD9—Code 9 (parents are around)
8. 8—Oral sex
9. 143—I love you
10. 182—I hate you
11. ADR—Address 
12. ASL—Age, sex. Location
13. GNOC—Get naked on cam
14. KFY/K4Y—Kiss for you
15. LMIR—Let’s meet in real life
16. MOOS—Member(s) of the opposite sex
17. MorF—Male or female
18. MOSS—Member(s) of the same sex
19. MOS—Mom over shoulder
20. NALOPKT—Not a lot of people know that
21. NIFOC—Nude in front of the camera
22. NMU—Not much, you?
23. RUH—Are you horny?
24. TDTM—Talk dirty to me
25. WYCM—Will you call me?
*Adapted from PARENT’S GUIDE TO CYBERSAFETY from Positive Promotions, www.positivesafeschools.com
For more sexting acronyms, visit the internet.
